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Multi-Factor Authentication (Mfa) / Two-Factor Authentication On Dmjx

This guide is for at everyone at DMJX and describes how to set up two-factor authentication
(Multi-Factor Authentication - MFA) on your login.

Table Of Contents

Video - Installation and setup of two-factor authentication (Microsoft Authenticator)

Written instructions - Installation and setup of two-factor authentication with Microsoft
Authenticator

Using Microsoft Authenticator

Add an account to Microsoft Authenticator

Delete a Microsoft Authenticator account on your phone

Video - Installation And Setup Of Two-Factor Authentication (Microsoft Authenticator)

Not produced yet. Coming later.

Written Instructions - Installation And Setup Of Two-Factor Authentication With Microsoft
Authenticator

Note that setting up two-factor authentication requires that you use both your computer and

mobile phone. Every time you must switch from computer to mobile or vice versa, it will be in
the instructions.
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You Will Now Need To Use Your Computer.

 Start by opening the webpage https://aka.ms/mfasetup from your computer and log
in with your DMJX email and password (you may be prompted to type/select your
DMJX email several times).

B Microsoft
Sign in
e enn s i@dmijx.dk

Mo account? Create one!

Can't access your account?

E:';) Sign=in options

* Select your account/write your email address and type your password.
» Select Next.

e More information is required now - Select “Next”
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mT Microsoft
i d mijx . dk

More information required

Your organization needs more information to
keep your account secure

Use a different account

Laarn rmora

* You will now see the window below on your computer.
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Keep your account secure

Fivui STpETETON Njws e B up i belomng itk o paswrs] who piu @
eihed 1ol & App

e :

App 1%y

Microsoft Authenticator

0 Start by getting the apg
Orcpzar phare, nuall e M rcach Sarhenticsiny apg Drasnbines inres

Al pra irmiall the Biorcush Authssicsicr spp o= yoer Sevice, thoene "Rled™

wasl e e o different suthericaior acp

You Must Now Use Your Phone.

* On the mobile phone, you must download “Microsoft Authenticator” if you do not
already have the app (Note that there are several apps that appear when you search
for Microsoft Authenticator. The correct app is called Microsoft Authenticator an has
the icon below)

M\

2,

You can find the direct link to Microsoft Authenticator in the Apple App Store here
You can find the direct link to Microsoft Authenticator in Google Play here

The QR code below is for Apple Store


https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=da&gl=US&pli=1
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* When you have installed the app - open it, approve the conditions for the app, and
DO NOT click any more currently.

 You should have the image below on your phone.
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Peace of mind for your digital life

Secure your acoounts with multi-factor

authentcation

- Sign in with Microsoft

|E| Add woark or school acoount
it

e -cana QR code

You Will Now Need To Use Your Computer.

Your computer should have the image below.
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Keep your account secure

WOAF (RN BTN T e B e g e Tl b Peethaals arl prdwineg wh yiad e
Wisshod 1 of 2: App

L7 =

AR Phcree

Microsoft Authenticator

0 Start by getting the app
DO your phones, sl e Hicmoft Asttenbceior app. Dosenines =ow
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| i o e 8 o Merend suthesiicsine spe

 Select “Next” on the computer.

Keep your account secure

Four orgaracation requiss Fo o sl up b lodirang methods ol poang whs youam

Pethad 10l 2 Spp

] :

APR Phona

Microsoft Authenticator

Set up your account

M e, a0 sl Theed ol gy gl poamiL vl S binll “Wihiarh o 40 hoad®

-
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» Select “Next” again to set up your account - af selecting “Next” it will look like the
image below.

Keep your account secure

PO SR LS L 1D S i T R lawaag et ol peseeg ade viou ani

Btk | of 3 Apg

Mg Phoanee

Pk

Microsoft Authenticator

Scan the JR codea

Ll thee Wikrourh Authentsaine ppg- 5 an e OF coade This will connesct the Rismoaas Asthenicaior
g wmfh o i

ke woas s the OF ooide, chodee ™ sl

Lot b nean magaT

You Must Now Use Your Phone.

e Press the button “Scan a QR code”.
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Peace of mind for your digital life

Secure your acoounts with multi-factor

authentcation

- Sign in with Microsoft

|E| Add woark or school acoount

e Scana QR code

» With the phone’s camera, scan the QR code on your computer’s screen (allow the
“Authenticator” to access the Camera).

* Allow the app to send you notifications if you want to receive a notification every
time you need to approve login to a Microsoft 365 solution.
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Scan QR code

After you scan the QR code. ¢

4% ToNA M

"Authenticator™ Would Like to
Send You Notifications

Motifications may inclede alerts,
spunds and icon badgas. Thasa can be
configured in Sattings.

Don't Allow Allow

Your account provider will display a

I ol -
M LS

* Your phone will now add your DMJX email to Microsoft Authenticator.

You Will Now Need To Use Your Computer.

* Now click on “Next” on the screen as the image below.
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Keep your account secure

VorET TG RERIN TELRITES WORd 00 SR the Following methods of paosing wh ywos s

Methed 10l 2 App

7] :

Aon Phones

Microsoft Authenticator

Scan the OR code

L U Wl orasal] Butfariiodiod app Lo s Uel O 5. Thi well Sosresil T beroao® St o
app weth your ool

Fritas yorg nean e OF code, oo Teet

* You now have to try the two-factor authentication for the first time. You will see the
image below and your phone will ask if you want to approve the login.
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Keep your account secure

Yoo orgareeabon recueres you B osel ap the lolersng maethodh of prosng whc pou e

Bdethed 1 ol 2. Spp

A Mo

Microsoft Authenticator

Let's try 11 oul

Approee the rmbhcsbon sere seding B voer app

You Must Now Use Your Phone.

e Press “Approve” in the app on your mobile phone.
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You Will Now Need To Use Your Computer.

You will see the image below on your computer.
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Keep your account secure

Yoir OeGarEEEson e UL el (o e us e el o rg merod s of oA ng weo oy e

Fiethod 1 o & App

L] :

A Flwires

Microsoft Authenticator

Pl el aledn Sppeieaind

W

e Microsoft Authenticator is now set up. Your approval on the phone means that you
approve on the phone that you can log on to the account on the computer - via a
“two-factor authentication”.

* You must now associate your mobile phone number with Microsoft Authenticator on
the computer.

e Therefore, click “Next” on your computer - where the image should look like the one
below.
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Keep your account secure

oL OSSN RSN g Ui ol 1o el us e oo rg merirodu of FATA M) eSO o e
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L] :

fipm Flearan

Microsoft Authenticator

n Pl el aledn Sppeieaind

W

|

e Press Next

e You will now get the image below.
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HEE‘FI' your account secure

Youu oroararime recpEres yTad 5o et wp e ollewsg methody of proeanng sho you s

Fathad I of & Fhorm

Apz Frare

Phone

Wra) cmn prces whin yTe e by srvessnirag 8 call o6 Esir o oF Wnding & oodke B your phone

VgL phesiel o beiv el e Bl me et

Unatwd Saatesi 14 7] - nigr hEIrE TAFTIEET

i et e B code
.__, Call =

WEisage and duta ranes may appdy. Chaosineg Mes st tha yoas spiee 40 The Torme of seraos and Frive

 In the above, select the correct country code for your Mobile phone number and fill in
the desired mobile phone number.

 Tick "Send me a code by SMS”.
* Click on “Next”

You Must Now Use Your Phone.

» Microsoft Authenticator now sends an SMS with a code. Find the code on your phone.

You Will Now Need To Use Your Computer.

 Enter the code from the SMS on your computer - just like in the image below.
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Keep your account secure
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* Once the code has been entered, select “Next”

Keep your account secure

WU O AR T i T ST gl TR ol D) ivesTRinds oF [eireneg i yind g

Nedhesd 3 al 3; Fhone

1] Fhicre:

Phone

‘5”'5--"-!'4-'! i P wan regemasadl s esiilly

e Two-factor authentication is then configured, and you can click “Next”

* You will then receive the confirmation as in the image below, and you can end the
setup process by clicking “Done”.
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F:EEFI- your account secure
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Success!
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* You are now directed to a page at Microsoft where you can view your security
information. You can close this window.

Using Microsoft Authenticator

If you are not on the school network, you will be asked to validate/authenticate on the mobile
phone to access Microsoft 365/mail.

If, on the other hand, you are on the school’'s network, you will not have to validate
yourself/authenticate on the mobile phone - you can use your password instead.

However, there may be different scenarios in relation to when you must validate/authorize on
your mobile phone, depending on whether the Microsoft 365 program/app you want to access
allows you to postpone the next validation by 14 days on the individual unit.
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The example below shows how Outlook on the computer asks you to approve your logon
request.

If you get the image below when you try to log into e.g., Outlook, you must take your mobile
phone and do as follows (Before you pick up your phone, you may want to put a tick in “Don’t
ask me again before 14 days”/"Don’t show this again” on the computer if you want to
postpone the next validation by 14 days/ Don’t show this again):

m Microsoft
wwan@drmjx.dk
Stay signed in?

Do this to reduce the number of times you
are asked to sign in.

() Don't show this again

No

» Open Microsoft Authenticator on your mobile phone.

e Approve in the app
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 You will now be logged into the app on your computer.
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Add An Account To Microsoft Authenticator

If you already have Microsoft Authenticator installed, you can add your DMJX account to
Microsoft Authenticator. You can do this in the following way:

You must be on the phone now:

1. Open and login into your Microsoft Authenticator
2. Click on the plus-sign in the upper right corner.
3. Select “Work- or school account”.

4. A few options will then open - choose none of them now but continue on the
computer. At some point you will be asked to use the phone again, and here you can
press “Scan QR code” on your phone. It is important that when you have to scan a
QR code in connection with setting up Multifactor authentication, that it is done from
within the Microsoft Authenticator app.

You should be on your computer now:

5. Open this link: https://aka.ms/mfasetup (it opens to install two-factor authentication
at Microsoft)

6. Login with your DM)X username and code

7. You will now be guided through the process of setting up Multifactor authentication
on your DMJX account. You can follow the instructions on your computer. If you need
help, you can also follow the instructions we have made at DM)X - see it here >>

Delete A Microsoft Authenticator Account On Your Phone

If you need to delete your DMJX account from Microsoft Authenticator, you can see how here.


https://aka.ms/mfasetup
https://faq.dmjx.dk/index.php/dwkb/mfa-eng/
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1. Open and login into your Microsoft Authenticator

2. Select the account from DMJX - it is probably called “Danmarks Medie- og
journalist...” and shows your email address.

3. When you are in your account, you will see a gear in the upper right corner. Press it.
4. Select “Remove account”
5. Confirm that you want to delete the account.

6. Your account from DMJX has now been removed from your phone.



